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CRITICAL INFRASTRUCTURE INTELLIGENCE ASSESSMENT

Criminal Threats to the Canadian Petroleum Industry

2014-01-24

The RCMP, in support of the Government of Canada's (GoC) strategy to ensure critical
infrastructure (CI) resiliency, assesses, evaluates and reports on information regarding threats
and criminality to Canada's Cl. This intelligence andfor information may be used to assist in the

protection of Canada’s Cl.

Critical Infrastructure Infelligence Team Assessments are issued to provide critical infrastructure
stakeholders with a law enforcement intelligence assessment of current Cl protection issues.

This Assaessment is current as of 2014-01-24.

KEY FINDINGS

, The Canadian petroleum industry is requesting government approval to construct many
targe petroleum projects which, if approved, will be situated across the country;

. There is a growing, highly organized and: well-financed, anti-Canadian petroleum

movement, that consists of peaceful activists, militants and violent extremists, who are
opposed to saciety’s reliance on fossil fuels;

. The anti-petroleum movement is focused on challenging the energy and environmental
policies that promote the development of Canada's vast petroleum resources;
. Governments and petroleum companies are being encouraged, and increasingly

threatened, by violent extremists to cease all actions which the extremists bel:eve
contributes to greenhouse gas emissions;

. Recent protests in New Brunswick are the most violent of the national anti-petroleum
protests to date;

. Violent anti-petroleum extremists will continue to engage in criminal activity to promote
their anti-petroleum idenlogy:;

. These extremists pose a realistic criminal threat to Canada’s petroleum industry, its

workers and assets, and to first responders.
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EXECUTIVE SUMMARY

Over the past three years, anti-shale gas criminal activity has occurred in New Brunswick,
culminating with the 2013-10-17, violent criminal response to the Royal Canadian Mounted
Police (RCMP)} enforcement acticns. Ensuing criminal actions resulted in: six RCMP vehicles
burned; weapons, ammunition and improvised explosive devices seized; and the arrest of 40
individuals, including the Chief and council members of the Elsipogtog First Nation. As a resuit
of the RCMP enforcement action in New Brunswick, numerous protests in support of the New
Brunswick, anti-shale gas protestors have occurred across the country.

The New Brunswick, protests, the most violent anti-petroleum actions experienced thus far in
- Canada, are indicative of the growing international oppasition to the Canadian petroleum
projects currently operating, under development, or being planned across Canada. These
violent protests are likely an indicator of what the petroleum industry, and the law enforcement
community, must be prepared to confront as the development of Canada's petroleum resources

continues and expands.

Non-governmental envircnmental groups such as; Greenpeace, Tides Canada, and Sierra Club
Canada, to name a few, assert climate change is now the most sericus global environmental
threat, and that climate change is a direct consequence of elevated anthropogenic greenhouse
gas emissions which, they believe, are directly linked to the continued use of fossil-fuels. Since
greenhouse gas emissions are emitted from fossil-fuel buming, the Canadian petroleum
industry, most notably Canada’s Qil Sands, is singled out intemationally as a significant
contributor to global climate change.

Research and analysis done in support of ongoing RCMP criminal investigations shows those
involved in the anti-Canadian petroleum movement have an interest in drawing public attention
to, and in building recognition of, the perceived environmental threat from the continued use of
fossil fuels.

The publicizing of these concerns has led to significant, and often negative, media coverage
surrounding the Canadian petroleum industry. The use of social media, including the use of
live- streaming, provides the anti-petroleum movement the ability to by-pass the traditional news
networks, to control and craft its message, and to promote a one-sided version of the actual
events, leading to broadly based anti-petroleum opposition.

From what has been witnessed and experienced thus far, it may be surmised that the issues
within the anti-petroleum mavement are complex, divisive, controversial and polarizing.. Within
the anti-pstroleum movement, the Canadian law-enforcement and security intelligence
communities have noted a growing pan-national - fringe - violent extremist faction that is
ideologically opposed to the Canadian petroleum industry.

Those within the movement who are willing to go beyond peaceful actions primarily employ
direct action tactics, such as civil disobedience, unlawful protests, break and entry, vandalism
and sabotage. Some of the more violent- prone extremists advocate the use of arson, firearms,

and improvised explosive devices.
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When discussing Domestic Issue-based Extremism, in its Counter-Terrorism Strategy, Public
Safety Canada noted that:

"Although not of the same scope and scale faced by other countries, low-level viclence by
domestic issue-based groups remains a reality in Canada. Such extremism lends to be based
on grievances—real or perceived—revolving around the promotion of various causes such as
animal rights, white supremacy, environmentalism and anfti-capftalism. .. Although very small in
number, some groups in Canada have moved beyond lawiful protest to encourage, threaten and
support acts of violence. As seen in Oklahoma City in 1995 and in Norway in 2011, continued
vigilance is essential since it remains possibla that cerlain groups—or even a lone individual—
could choose to adopt a more violent, terrorist strategy fo achieve their desired results.”

Violent incidents such as: the bombing of the vehicle belonging to a vice president of the
Canadian Petroleum Products Institute in Quebec; the series of gas pipeline bombings in
Northern B.C.; the firebombing of the Edmonton residence of the retired Syncrude president and
chief aperating officer; the arrest of @ Montreal man for making threats against the shale gas
industry in Quebec, and Alberta; and, the destruction of petroleum equipment and threats to
petroleum personnel in New ansmck clearly illustrate the nature of criminal threats
confronting the Canadian petroleum industry.

As witnessed in New Brunswick and Ontario, direct physical confrontation with petroleum facility
staff, private security staff, the general public and [aw enforcement is occurring. Disturbingly, in
New Brunswick, the persons arrested on 2013-10-17, were in possession of weapons and
improvised explosive devices that, according to reporting, the viclent extremists planned to use.

Natural resource exploration and development projects - mast notably on disputed aboriginal
land - have historically been a contentious issue within many aboriginal communities. Due to the
environmental and land use implications, some factions of the anti-petroleum movement, most
notably in New Brunswick, Ontario, and British Calumbia, have aligned themselves with violent
aboriginal extremists. In general, members of this aboriginal extremist faction do not have
support within their own communities, where traditional protest activity is often restricted to non-
violent types of actions such as site blockades.

Current social media monitoring in support of ongoing criminal investigations indicates an
increasing number of postings that include violent rhetoric associated to the New Brunswick,
anti-shale gas pratests. The linking of this violent rhetoric with the demonstrated violent protest
actions, and the seizure of weapons and improvised expiosive devices, can indicate the law
enforcement community is one step closer to facing the threat of severe bodily harm from

viclent extremists.

As witnessed with the anti-shale gas protests in New Brunswick, the anti-Enbridge Line 9
Project protests in Ontario, and the opposition to the Northern Gateway Pipeline Project in
British Columbia, local issues quickly attract support from across North America. In some cases,
the arrival of outside influence, financial supporl, and direction can inflame an already tense
environment. Additionally, isolated issues have the potential to escalate from local to national
very quickly, often resulting in criminal activity among supporters across the country.

Criminal investigations to date indicate the most likely targets include; petroleum extraction and
processing facilities, pipelines, equipment and offices, private residences of petroleum officials,

National Secarity Criminal investigations
This dacuthent is tha property of tha Koyl Canadian Molwed Polica IROME), Ntiona! Socurity Program. T 5anad SPRCIRCARY 1 your depaltine: 1/agency in confidence and for imtamal use only, and it i noe to e

rackaaified, copied. roprodacaed, wsed oF Amher diswemiaed, Xy wholt or In ot withixa e consent of the ariginator. it ix not 1o be used in affidavits, court proceedings. JBXpOenas G any vihee legs Or jadicial
apose withou! 1 consent af the originaton. The handiing and storing of this dooumant must comply veith handiing and stovage guidielines extsbiished by the Covermment of Canads ka clasubed intormasion. 1 your
G LW/ 3T, i CANNot apkly these quidaite, pieate: redd sus destroy this dacurment. This cameet 15 M tegral part O Bhis GOCUMSHT v TS ACCAMDANY vy XTICIad IO rMIAdOn. For ety eacuaries coR aming
theranfoetidtion or tho cawbal, PieRis CORAcT the O National Secarity Crminad Operalions Support Bragwch.RCMP.

4 AG147609_170-000170
Royel Canagien  Gandarmanie oyale -
& N Pees gy 3




PROTECTED A/ /UANADIAN EYES ONLY

and, hotels used by the field workers, financial institutions which support the petroleum industry,
the railway industry, and as witnessed at the National Energy Board hearings in Toronto and
Montreal, the regulatory process. Currently, New Brunswick, and British Columbia, face the
most significant anti-petroleum criminal threat. However, as the petroleum industry expands its
operations across Canada, criminal activity associated to the anti-petroleum movement will
increase nationally.

The nature and extent of the criminality will depend on the location of the petroleum project, the
associated perceived environmental threat, other contentious issues affecting the communities,
the eriminal intentions and capabilities of the pardicipants, and their willingness to challenge the
petroleum industry.

Regardless of the source, or nature, criminal actions targeting the Canadian petroleum industry,
intended to cause harm or not, represent a credible threat to the health and safety of the
workers, the general public, the activists, the natural environment and the facility's operations.

Within an industry where accidents and malicious human-induced activity could resuit in deaths
and damage to the environment, there is no room for error. If violent environmental extremists
continue to engage in unlawful activity, it jeopardizes the health and safety of its participants,
the general public and the natural environment.

Law enforcement, and other first responders, face the challenge of additional burden on their
resourceas, and of ensuring the safety of their members, of company employess, of the general
public, including those engaged in “peacefuf assembly’.

BACKGROUND

According to the Canadian Association of Petroleum Producers (CAPP), the world relies on an
energy mix that includes oil, coal, natural gas, hydro, nuclear and renewables. All forms of
energy production must increase to meet growing demand.

The International Energy Agency advised that, global demand wili increase 35 per cent from
2010 to 2035, with fossil fuels satisfying the vast majority of that increased demand. China and
India’s combined consumption projections account for nearly half of the demand forecast. Oil
imports for both countries will increase nearly four times in the next 20 years, and surpass the
current levels of imports from Japan and the United States combined. Security of supply is also
a growing issue. Many of the world's current producing oilfields are mature, and state-owned
national oif companies hold 81 per cent of the world’'s current reserves. These countries develop
their own resources to meet their own needs first. Many do not conduct business with foreign
investors. In some cases, geo-political stability is a significant factor and investment deterrent.
With consumption rising worldwide, and conventional oil supplies declining, the need for a
secure supply of oil from unconventional resources like Canada’s oil sands will conlinue to
increase.

CAPP further advised that, Canada is uniquely posilioned to supply an abundance of safe,
secure energy. Canada has the third largest oil reserves in the world: 173 billion bamels that can
be recovered with today’s technology. Of that number, 168 billion barrels are located in the Oil
Sands. Cver the past 30 years, Canadian crude oil production has increased to 3.1 million
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barrels/day due to growth in supply from the oil sands, now composing more than half of -
Canada’s crude oil production.®

A recent Canada-wide public opinian poll co-sponsored by the Canada West Foundation found
that more than 80 per cent of Canadians support continued oil sands development. However,
the supporters are relatively evenly divided between those who say that oil sands development
should carry on as-is, and those who support a slower pace.” (See Appendix A: Canadians
Broadly Support Resource Development — But There Are Still Some issues)

Regarding market access, 62 per cent feel that U.S. President Barak Obama should approve
the Keystone XL project. The Energy East project {(which would send cil from Alberta and
Saskatchewan to eastern Canada) and Northern Gateway (which would send oil to Asia via the
British Columbia coast) were supported by 50 per cent or more of respondents, with Kinder
Morgan’s expansion (which would send oil from Alberta to Asia via the British Columbia coast)
with 49 per cent support. In addition, almost two-lhirds of those polled believe that pipelines are
the safest way to transport oil and gas.®

Quoting the polister:

“The message is clear. Canadians overwhelmingly support continued oil sands development,
although many believe that the rate of growth needs lo be moderated. Canadians strongly
support pipelines as the safest transport option and suppart building pipelines to reach all three
major markets fested. eastern Canada, Asia (via pipeline and tanker, of course) and the U.S.” s

However, there is an apparent growing international anti-Canadian petroleum movement. In
their literature, representatives of the movement claim climate change is now the most serious
global environmental threat, and that climate change is a direct consequence of elevated
anthropogenic greenhouse gas emissions which, reportedly, are directly linked tc the continued
use of fossil fuels.

According to Greenpeace:

“What we do know is that climate change fs already harming people and ecosystems. its reality
can be seen in melting glaciers, disintegrating pclar ice, thawing permafrost, dying coral reefs,
rising sea levels, changing ecosystems and fatal heaf waves.. Never before has humanily been
forced to grapple with such an immense environmental cnisis, If we do nof take urgent and
immediate action to stop global warming, the damage could become irreversible."”

Citing information provided by Richard Heede, who is the Principal of Climate Mitigation
Services, Greenpeace noted that;

.. At the same time fossil fuel corporations continue o extract more resources thal will contmue
!o damage our climale while they reap the financiel benefits at the cost of the environment.”

Since greenhouse gas emissions are emitted from fossil fuel bumning, the Canadian Oil Sands
{aka: tar sands) and the proposed pipelines that will transport the petroleum products from the
Qil Sands, are receiving singular international attention.
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‘As noted in the VVancouver Observer on 2013-12-07:

U was several days before media reports and commentary on the havoc caused by typhoon
Haiyan in the Phifippines finally began to acknowledge & possible connection to anthropogenic
climate.change... What continues io be almost entirely missing from media analysis is Canada’s
role in all this, particularly the moral dimensions of the nation’s current economic devefopment
policies and those of several provinces {e.g., BC, Alberta, Saskatchewan, Newfoundland). The
facts, from Washington's Center for Strategic and International Studies, are that: 1) on a per
capita basis, historically and at present, Canada stands among the world's top greenhouse gas
(GHG) emitters particularly of carbon dioxide (CO2}. Canadians are therefore as responsible as
anyone else on Earth for human-induced global warming. (To argue that as a netion our
emissions are only 2-3 per cent of the global fotal is specious, essentially a form of denial); 2)
the Federal government and several provinces have hitched their economic wagons fargely to
petroleum, natural gas and coal development/exports. In shorl, the nation’s economic future is
tied, as a matter of deliberate policy, to the country becoming a major exporter of potentially
catastrophic climate change.”

As stated by Bill McKibben, in his Rolling Stone article titled: ** The Fossil Fuel Resistance™;

*As the world burns, a new movement to reverse climate change is emerging - fiarcely, foudly
and right next door... After decades of scant organized response to climate change, a powerful
movement is quickly emerging around the country and around the world, building on the work of
scattered front-line organizers who've been fighting the fossil-fuel industry for decades. ff has no
great charismatic leader and no central organization, it battles on a thousand fronts. Bul taken
together, it's now big enough to matter, and it's growing fast... Americans got fo see some of
this movement spread out across the Mall in Washington, D.C., on a bitter-cold day in February.
Press accounts put the crowd upward of 40,000 — by far the largest climate rally in the couniry's
history. They were there to oppose the Keystone XL pipeline, which would run down from

Canada's tar sands...”""

And, as noted by Martin Pelietier, Portfolioc Manager at TriVest Wealth Counsel Ltd.,

“ the environmental movement is gaining momentum in its fight against oil sands
development. We believe many Canadians continue 10 underestimale just how influential the
anti-oil sands movement is. Some have compared it to the anti-Vietnam movement in the 1860s
both in scale and voraciousness. The difference is that this movement is funded by
organizations with very deep pockets, such as the Rockefeller Brothers Fund, the William &
Efora Hewlett Foundation and the Tides Foundation.”"’

The movements' objectives include exposing what it sees as the harmiul effects of the
petroleum industry’s operations, and to ultimately shut down the Canadian petroleum industry.

As stated by Greenpeace:

“We exist to expose environmental criminals, and o chalienge government and corporations
when they fail o live up lo their mandate to safeguard our environment and our future.”"?
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‘Greenpeace is calling on oil companies and the Canadian government to stop the tar sands
and end the industrialization of a vast area of Indigenous territories, forests and wetlands in

northern Alberta,”"

The Tar Sands Solutions Network, which is identified as a growing international network of
organizations including First Nations, environmental groups, landowners, farmers, scientists,
community leaders, academics, and grass roots groups located throughout North America and
Europe set its goals as fellows:

“Our focus is stopping the expansion of the Canadian tar sands and its infrastructure of

. pipelines and tankers, growth that is out of control and happening without consistent care,
oversight, or debate. More importantly, building Keystone is an integral part of the oil industry’s
reckless expansion of the lar sands, and commils us lo 50+ more years of fossil fuel
dependence that will cause climate catastrophe.”™

The Increasing Impact of Sociai Media

The anti-Canadian petroleurn movement which is, in part being led by sophisticatedly organized
and financed non-gevernmental activist groups, has engaged within a significant anti-Canadian
petroleum campaign. (See Appendix B: Fnvironmentalists’ deep pockels dwarf Canada’s

campaign to win approval for Keystone pipeline.}

Main stream and social media are used to amplify the movement's message, focusing its
attention on the Canadian energy sector; with the mtended audience appearing to being,

politicians, regulators, investors, and the general publlc

The movement is aiming its messaging to: mobilize young psople, or as stated by Dr. Alan
McHughen, Universily of Oxford, England;

“Unfortunately, the junk dealers and anti-technology NGOs use social media skilifully, and they
recruit impressionable students each year to help “save the planel.” This domination of the
internet and the free warkdorce of volunteers overwhelm the efforts of legitimate scientist
educators, few of whom aclually have public education or outreach in their job descriptions.™*

According to Dr. Patrick Moore, a co-founding member of Greenpeace, who now speaks out
against it, the movement's message is crafted to negatively portray large corporations. As
stated by Dr. Moore within his article titled: “Environmentalism for the Twenty-first Century’,
when discussing the extreme factions of the environmental movement:

"They rejected consensus pofitics and sustainable development in favour of continued
confrontation and ever-increasing extremism...the movement’s tendency {o abandon science
and logic and to get the prionties completely mixed up through the use of sensationalisrm,
misinformation and downright lies... They are am‘v business. All large comporations are depicted

as inherently driven by greed and corruption.”

Others exaggerate the Oil Sands’ environmental footpnnt and references reports that challenge
the safety and integrity of the petroleum industry, " and the hydraulic fracturing process. '
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Quoting Caroline Fraser, from her report of 2011-07-11, titled: “Tapping Social Media’s Potential
To Muster a Vast Green Army’;

"A rapidly expanding universe of cilizens’ groups, researchers, and environmental organizations
are making use of social media and smarl phone a;z)gﬁcaﬁons to document changes in the
natural world and fo mobilize support for teking action.”

Brittany White, a graduate student in the School for Resource and Environmental Studies at
Dalhousie University and a Research Assistant at the Social Media Laboratory, concluded a
study to determine how Twitter is used by environmentalists to discuss a current Canadian
environmental issue: the Northern Gateway Pipeline. She found that environmentalists are
turning to Twitter more and more, and that Twitter is predominantly used by environmentalists
to: {1) disseminate information and (2} to organize action on the Northem Gateway Pipeline.?

In her conclusion, Ms. White reported that Twitter is actively used by environmentalists to move
beyond the government and mainstream media filters to raise their own voices and to spread
their own messages about environmental issues. Thus, environmentalists are no tonger
confined to simply waving banners and yelling through megaphones; they have gone online.”

As noted on the Greenpeace webpage;

“The collactive power of the Intemnet and social media’ is as much a part of campaigning to
protect the environment as taking peaceful direct action. n2d :

Quoting Corey Padveen, Director of Social Media at 12 Marketing International, from his “Social
Media Case Study™

“Charities and nol-for-profits have been resorling to social media in a big way. This is in large
part due to the fact that social media is a great way (o share important information and quickly
have it spread to interested communities. Of the chanties using social media, Greenpeace is
among the more recognizahle. Furthermore, the Greenpeace social media initialives are not
simple Facebook posts or tweets, there is a very calculated effort on the part of Greenpeace {0
use social media to their benefit."*

Furthermore, Volker GaBiner, head of the Greenpeace press office in Hamburg Germany,
advised that,

= ..we live in a fast-paced world, and people don't have the time to engage on environmental
issues...Due to the tremendous amount of information it is becoming very important for NGOs
{o tell their own story, in their own words. We need to reach relevant influencers, introduce them
to us and our projects and ensure that they can help spread the word fo aftract as mag
supporters as possible. This way we can all work together and solve environmental problems.™®

During Greenpeace's occupation of Shell Canada’s Albian Oil Sands facilities; and its breaching
of Canadian Parliament Building security, it used live-streaming to provide full coverage of its
actions, by-passing traditional media reporting.”

National Secarity Criminat Investigations
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By all accounts, the movement has mobilized a percentage of saciety to at least question the
Canadian petroleum industry, and may have resulted in increasing opposition to the industry. An
Environics Research poll commissioned by the Council of Canadians found that a majority of
Canadians (62 per cent) support a moratorium on alf fracking far natural gas until all the federal
environmental reviews are complete.?

Financing

According to Dr. David Keith, who teaches physics and “Many of the grants for the “Tar

public policy at Harvard University, environmental
organizations such as the Environmental Defense
Fund, the Natural Resources Defense Council and the

Sands Campaign” are far larger than
grants for other important causes. For
example, a rape intervention project in

Sub-Saharan Aftica got US$9,000
and a project to support peopie with

Siera Club are raising US$300-miflion to US$400
million a year in the U.S. alone from foundations and
wealthy individuals to bankroll their fight for climate | HIV in Indonesia got US$9,998. in
change action, and defeating Keystone XL is high on | companson, Greenpeace got

their agenda.(See: Appendix B: Environmentalists’ | US$186 000 and the World Wildiife
deep pockets dwarf Canada’s campaign to win | Fundgot US$160,000 to campaign
approval for Keystone pipeline.) against Alberta ofl.

Financial Post: U.S. Foundations

Accarding to the Financial Post, publicly available | againstthe Oil Sands; 2010-10-14

Revenue Canada and U.S. Internal Revenue Service
(IRS) tax returns indicates, the environmental
movement in Canada is receiving substantial financial
support  from  influential U.S. philanthropic
organizations such as: the Gordon and Betty Moore
Foundation, the Wiliam and Flora Hewlett Foundation, the David and Lucile Packard
Foundation, the Pew Charitable Trusts and the Rockefeller Brothers Fund, which have
collectively donated approximately $190 million (U.S.) into the Canadian environmental
movement over the last decade. (See: Appendix C: U.S. foundations against the oil sands, and
Appendix D: New U.S. funding for the war on Canadian oil.)

http:/fopinion.financialpost.com/2010/
10/14ju-s-foundations-against-the-oil-
sandsf

As an example, according to the Financial Post, a review of the 2008 U.S. tax relurns shows,
Tides Canada paid twa coastal First Nations a total of $27.3 miliion (U.S.) in a single grant. This
grant was to reportedly "fund conservation planning projects and conservation initiatives” and
was earmarked for the Nuxalk and the Lax Kw'alaams, which, according to the same reporting,
was to pay for "Mobilizing First Nations Against Ciimate Change in B.C." and for “support of
Coastal First Nations to hire a co-ordinator to engage with government, industry, environmentat
groups, media and the public regarding the proposed Enbridge Gateway tar sands pipeline.”
{See: Appendix C: U.S. foundations against the oil sands, and Appendix D: New U.S. funding
for the war on Canadian oit.)

As noted in the East-West Energy Chronicle, on 2010-10-05:

“.. huge American charities are funding environmental activism in Westem Canada. These

funds are having an impact on political decisions that are of nonirivial importance to the future of

Canada’s energy industry. Interestingly, the funding cited is directed lo organizations thai are

waging a PR war not only against the oil sands, buf also against tanker traffic in the coastal area

between Vancouver Isfand and Alaska, the disallowance of which would foreclose the possibility
National Security Criminal investigations

!hﬂdaomamismmywmmﬂbmwlmﬁMhMNMiS«mwrm K is lasned specicsity T your departmen: “agency in canfudersce and for witevnal wse only, and o is moL o be
seckasilfied, topicd, teprodiuced, wsed of iather dis<aminared, nwhallahpanmmrwcmnnntzuwKsmmhnwdmaﬂmmmummmmmw\evWNM

purpawe withowt the conmn af the Driginator. The handiing and storng of shis docurnent must conigaly with handiiogg and storage gulidehnet @alabitshud by the G Of CGansda forcdia d I s
derr BIenLAagent ¥ cAnriol #pply Lhese uideines, pieass: read and desiroy this documunt, Thy Cavost 15 30 I egral HArt o This doCmmant and mList accompa g My »xtracted information. For any enguirios concaming

1ha Rformation of the caveat, pilse contact the OF Natlonat Security Crtvvnal Opsrations Suppont taanch, RCMP.

. R ] I ]
AQ147609_176-000175

& Aoyal Canagian (endarmeris coyme 9

Mountest Pofice  ow Canada




PROTECTED A/ /CANADITAN EYES QLY

of Canada diversifying hydrocarbon exports away from its current single export market, the

USA" %

Criminal Activity Associated to the Anti-Petroleum Movement

“... to hold radical views is not a crime. The Constitution provides strong protection of individual
beliefs and free speech. Only when these tum fo criminal incitement and violent action or
manifest intent to engage in violence is there cause for legal intervention...” *

Police investigate criminal activity and NOT:

v freedom of conscience and religion;

. freedom of thought, befief, opinion and
expression, including freedom of the press
and other media of communication,

. freedom of peaceful assembly; and

. freedom of association >

Police act on reasonable and probable grounds that
someone has, or someone may commit a criminal
offence.

An example of this evolution is the May 2010
firebombing of an Ottawa Royal Bank of Canada
(RBC) branch, whose parent company is a key
financial backer of the Qil Sands, and a sponsor of
the 2010 Winter Olympics.

As posted to many independent websites, the
following communique is attributed to the attackers
of the RBC branch:

“...RBC is now the major financier of Alberta’s tar
sands, one of the largest industrial projects in
fuman history and perhaps the most destructive.
The tar sands, now the cause of the second fastest
rate of deforestation on the planet, are slated to
expand several limes its current size. The games in
Vancouver are now over, but resisfance continues.

Criminal actions targeting the Canadian
petroleum industry:

August 2006: A vehicle belonging to a vice
president of the Canadian Petroleum
Products Institute was firebombed while it
was parked at his residence in Thérése-
De Blainvitle, Quebec,

Between October 2008 and July 2009: Six
explosive devices were detonated zt
Encana facilities located in North East
British Columbia

January 2009: The Edmonton residence
of the retired Syncrude president and chief
operating officer was firebombed.

July 2011: Montreal man arrested for
making threats against the shale gas
industry in Quebec and Alberta.

2011 to present: SWN Resources Canada
equipment vandalized and its employees
threatened and harassed.

June 2013: Eighteen profesters were
arrested at an Enbridge pumping station in
rural Hamilton.

October 2013: Service de police de la Ville
de Mentréal arrest protesters who
interfered with the National Energy Board
— Enbridge Line 9 hearings.

October 2013; Anti-Shale Gas New
Brunswick: RCMP enforcement results
with; police vehicles burned, weapons,
ammunition and improvised explosive
devices seized, 40 arrested.

An RBC branch can be found in every corner of Kanada...”

Netional Security Criminsl investigations
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Criminal actions mounted by environmental activists are often planned and executed with the
intention of NOT inflicting casuaities. Activists are focused on delivering a message, while not
inflicting physical harm to living entities, or the natural environment.

Those aligned with the most extreme factions use the Internet to promote and instruct on the
use of violent criminal techniques, including arson, vandalism and sabotage. Demonstrated
criminal activity associated to this extremist faction includes: threats {o life and property,
improvised explosive devices, arson, vandalism, sabotage, thetts, and, break and enters, most
notably in New Brunswick, Quebec, Ontario, Alberta, and British Columbia.*

Aborigina! Opposition

i Due to the environmental and land-use implications, the anti-petroleum movement, Most
notably in New Brunswick, Ontario, and British Columbia, has been able to align itself

with violent aboriginal exiremists.
. The development of Canada's natural resources is amongst the primary concerns within

many aboriginal communities.

Natural resource exploration and development projects [ anything that promoles sabotage,

— most notably on disputed land - have historically been | which is mischief, which is damage to
a conientious issue within aboriginal extremist groups, | property. which is in many cases
and are often the catalyst for aboriginal/indusiry/law | dangerous, is ilfegal.. And there are

enforcement confrontation. limits obviously placed on protests and
on a person’s efiorts to expross their

disdain and their opposition to certain

In general, viclent aboriginal extremists often do not | ¢ ]
ISSUeS.

have support within their communities, and traditional
g[:?it;?; gztéﬂt; 5025: t;?o;is:ggt:d to non-violent types of Justice Minister Peter McKay's

‘ : response ta velled ihreats to Canadian
Lpetroleum projects. 2014-01-08

However, based on recent incidents and ongoing
criminal investigations, some violent extremists are more likely than others to engage in
aggressive confrontation. Analysis of existing intelligence and open source reporting indicates
that violent aboriginal extremists are using the Intemet to recruit and incite violence, and are
actively engaging in direct physical confrontation with private company officials, destruction of
private property, and threats of violence to persons and property.®

As witnessed with the anti-shale gas protests in New Brunswick the anti-Enbridge Line 9
Project protests in Ontario, and the opposition {0 the Northem Gateway Pipeline Project in
British Columbia, local aboriginal issues quickly attract supporl from across North America. in
some cases, the arrival of outside influence provides financial support, and direction. Isolated
aboriginal issues have the potential to escalate from local to national very quickly, often
resulting in criminal activity across the country.

As an example, information posted to an anarchist website: “Act for Freadom Now”, on 2014-01-
11, unidentified person{s} claimed responsibility for the placement of an incendiary device at a
Vvancouver financial institution on 2014-01-09. The poster of the information advised that the
attack was in support of Canadians arrested in Mexico, and noted:
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“This aiso comes in a time where Canada’s justice minister Peter Mackay is warmning activists to
not commit iflegal actions toward stopping the pipelines. Mackay you can shove your wamings
up your fucking ass. The state's and corporations dreams of massive resource extraction will go
up in flames of revolt from the streefs fo late night sabolage and destruction. The need for
freedom, anarchy and liberation will destroy this colonial state. Our acts of sabotage are
uncontroffable, strategic and successful. This attack on HSBC is only the beginning of sabotage
the will and is occurring. We are also in solidarity with Mig'maq warriors and other protesters still
facing charges and harassment by the RCMP pigs and the Canadian state from anti-fracking
protests in Elsipogtog.”*

Anti-Shaie Gas Protests - New Brunswick

. Current open source research in support of RCMP investigations indicates an increasing
number of social media postings that inciude violent rhetoric associated to the New
Brunswick, anti-shale gas protests. This viclent rhetoric, with the demonstrated violent
protest actions, and the seizure of weapons and improvised explosive devices, could
indicate the faw enforcement community is one step closer to the threat of severe bodily
harm.

. As of 2013-12-13, the RCMP has executed 55 arrests (38 Aboriginal and 17 non-
aboriginals), for 91 C.C. offences associated to the New Brunswick anti-shale gas

protests.

In 2010, after consultation with and the support of, the Assembly of First Nations Chiefs in New
Brunswick (AFNCNB), and with a license from the New Brunswick Government, SWN
Resources Canada, Inc. (SWN), commenced natural gas and oil exploration in an area covering
1 million hectares (2.5 million acres).

As reported by the Aboriginal Peoples Television Network (APTN), published under the title:
‘NB chiefs group, Mikmaq district council received contracts from SWN and Irving-owned

secunty firm",

“...The main New Brunswick chiefs organization received a contract from a Houston-based
energy company facing ferocious opposition from Eisipogtog First Nation residents over its
shale gas exploration. SWN Resources Canada also "did everything tight” under the
consultation process agreed {o between the provincial government and the Assembly of First
Nations Chiefs in New Brunswick, according toc the lawyer for the chiefs organization. The
AFNCNB has been receiving funding from SWN for the past two years to provide envirommental
monitoring for the company while it explores for shale gas in the province, said Mike Scully, who
is the consultation liaison for the AFNCNB. Scully said six people have been hired to foliow
SWN'’s workers as they wark exploration lines in their search for shale gas deposits. Scully also
said that Industrial Securily Lid (ISL), which is on contract with SWN, issued a subcontract to
the North Shore Mikmaq District Councili for nine people to do “security related work”
associated with SWN. Elsipogltog First Nation is not part of the district council which includes
seven Mikmaq communities in the region. The council includes the communities of Bouclouche
First Nation, Eel Ground First Nation, Eel River First Nalion, Fort Fol;y First Nation, indian {sland
First Nation, Pabineau First Nation and Melepanagiag First Nation.”

A peaceful, concerted anti-shale gas movement surfaced to challenge the New Brunswick
government’s commitment to develop its petroleum industry.®®

Natlonal Security Criminal Investigations
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With the perceived prospect that the hydraulic fracturing process contaminates drinking water
and the air, an aggressive, violent extremist anti-fracking movement was formed within New
Brunswick, including within the aboriginal communities.

As reported by Macdonald Stainsby in the “Counterpunch®, on 2013-10-23,
"When fand defenders from their community learned of the muitiple places around the confinent

that have seen everything from polluted aquifers to tap water that could be iit on fire as an
outcome of fracking— concemed familfes fook action to defend their water.” *

‘As SWN conducted its operations, its equipment was
destroyed, its employees threatened and harassed,
its work impeded by road blocks, and security staff
assaulted.

Given the severity of the protesters' criminal actions,
the RCMP exercised its authority on 2013-10-17, to
ensure the health and safety of the workers and the
general public. The RCMP's enforcement actions
resulted with: six RCMP vehicles burned; weapons,
ammunition and improvised explosive devices
seized; and the amrest of 40 individuals, including the
Chief and council members of the Elsipogtog First
Nation.

: One of two SWN duilling trucks destroysd
Mr. Stainsby further commented; by fire in New Brunswick on 2013-06-25.

“On October 17th in the Canadian province of New Brunswick, an indigenous Mikmaq
communily named Elsipoglog came under RCMP militant attack... The RCMP swooped in a
community that has never ceded their land via treaty to either Canada or the British Crown, with
muitiple dozen armed officers coordinating an attack on an encampment of shocked and
terrorized MiKmaq people and their supporters,”® and, a call for support was issued which
prompted the arrival of aboriginal and non-aboriginal supporters from across Canada, and North
American-wide protests in support of the New Brunswick aboriginals.

Opposition to the Canadian Petroleum Pipeline Industry

{See Appendix E: Activists piot how fo block new pipelines in B.C. and Appendix F: Safety and
Security, Canadian Petroleum Industry; and, Proposed Petroleum Pipelines.)

The anti-petroleum pipeline movement claims:

. The proposed new pipelines are part of the tar sands rush - the push to more than
double production from Alberta's tar sands by 2020.
. Stopping the expansion of the Canadian petroleum network is crucial to shifting

Canada's energy sector away from dependence on fossil fuels and toward economic
alternatives that protect communities and slow global warming.

Netional Security Criminal investigationa
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According to Lorrie Goldstein, of the Toronto Sun when he discussed; “environmental
radicals’;

"... Their real agenda is to undermine the development of Canada’s oilsands -- an insignificant
contributor to global greenhouse gas emissions -- along with any pipelines needed to move oif
to ports in B.C., the Maritimes, and the Gulf Coast...”*'

Initially, petroleum industry opposition,
ranging from peaceful protests to criminality,
focused exclusively on the Qil Sands, and its
growing significance to the North American
energy sector. These protests, while gaining
intermational attention, had limited impact on
the continued development of these
megaprojects.

Anti-petroleum activists, militants and violent
extremists have shifted their focus from the
Qil Sands to the proposed multiple pipeline
projects that, if approved, will transport the
land-locked petroleum products from Alberta,
and Saskatchewan, to the Pacific Coast, the
Guif of Mexico Coast, and to Eastern
Canada, and eventually, o global markets.

Some pipeline opponents view the expansion
of the Canadian pipeline network that will
suppart the Qil Sands as a major contributor
to global climate change. They argue the
pipeline would increase carbon emissions by
accelerating the pace of oil sands
development, which releases more :
greenhouse gas emissions than the production and refining of more conventional types of
- ¢rude. Others are focused on focal concerns over the impact on land and water in the event of

aspill.

“The Georgia Straight, 20

Quoting from the Deep Green Resistance New York website:

“...But even this is not enough o slake the thirst for profits of these oil companies and their
friends in the Harper government, who intend to double tar sands production by 2020 and triple
it by 2030. There is, however, one major obstacle standing in the way of this short-sighted
project: in order lo produce all this oil — the objective is five million barrels per day — there

must be a igzeans of transporting it. And to fransport it means te build pipelines: no pipelines, no

expansion.
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SUMMATION

Within the anti-petroleum environmental movement, the law enforcement and security
intelligence communities have detected a small, but vialent-prone faction that has the intent and
demonstrated capability to engage in criminal activity to altempt to shut down the Canadian
petroleum industry.

Results of criminal investigations to date indicate the most likely targets of this criminal
intervention include; petroleum extraction and processing facilities, pipelines, equipment and
offices, private residences of petroleum officials, and, hotels used by the field workers, financial
institutions and the railway industry, and as witnessed at the National Energy Board hearings in
Toronto and Montreal, the regulatory process. Currently, New Brunswick, and British Columbia
face the most significant anti-petroleum criminal threat. However, as the petroleum industry
expands its operations across Canada, criminal activity associated to the anti-petroleum
movement will increase nationally.

The nature and extent of the criminality will depend on the location of the petroleum project, the
associated perceived environmental threat, other contentious issues affecting the communities,
the criminal intentions and capabilities of the participants, and their wiliingness to c¢hallenge the

petroleum industry.

Regardless of the source, or nature, criminal actions targeting the Canadian petroleum industry,
intended fo cause harm or not, represent a credible threat to the health and safety of the
workers, the general public, the activists, the natural environment and the facility’s operations.

If violent environmental extremists engage in unlawful activity, it jeopardizes the health and
safety of its participants, the general public and the natural environment.

Law enforcement, and other first responders, face the chalienge of additional burden on their
resources, and of ensuring the safety of their members, of company employees, of the general
public, including those engaged in “peaceful assembly”.

RECOMMENDATIONS

CIIT encourages recipients of this document to report information concerning suspicious or
criminal activity to local law enforcement organizations. To report information regarding
suspicious activity, criminal extremism, or other activities which could pose a threat to Canada’s

national security call:

National Security Information Network at 1-800-420-5805
Canadian Security Intelligence Service (CSIS) at (613)-893-9620

Non-emergency suspicious incidents can also be reported to CHT analysts in the following
cities:

Calgary: N. FLATTERS - 403-699-2665 - noel.flatters@remp-gre.ge.ca

Montreal: B. WEGRZYCK — 514-939-8400 #2782 — barbara.wegrzycka@rcmp-gre.gc.ca
Toronto: B. MCBAIN - 416-790-2617 — brittany. mcbain@rcmp-gre.ge.ca

Vancouver: S. MANOLIAS — 778-280-4228— sofia.manolias@rcmp-gre.gec.ca

Natlonai Security Crimdnal bvestigations

i document ¥ 1hir propesty of the Bowal Canadian Mutaved Folior (RCMPL Natianal Security Program, Rt s nanad specic ity 10 your departrae  “ageecy i cenfidanke and for inbermot wse oy, wnxf # o ma o be
Feclassiied, Copsd, rEnroduced sad oF further disteminatad, i whok or 7 PNt wighoist e consent of (he orginator. H is H0t 2 be used i AFciTs, COUMt ProCeading, SIDPGEAN oF 0y Jthar Ko Of judkie
PAXP01E Without the cansent of B orgnarad, The handting and stating of tis dacuniant musl comply with handling anst storsge guikion Hedact By the Gov of Canada for ifadt int oy ¥ your
dejariment/agon.y cannot apply thede guidiefines, phias.: rewt ancd destcy this RICument. Thes Cavat 1s 36 integrad DarTCF this Hociwnent ind M ST 0 Com a9 ny any extracx] formation For any soumas concomilg

the mformstion or the caveat. piee (oA the CIC Nationa! Setax ity Criminel Operations Suppen franch. ROWP.

o

e ]
r % ) AD147609_132-000182

Royal Canadian -
& oyal W oyaim 15




PROTECTED A//CAMADIAN EYES ONLY

Non-emergency suspicious incidents can also be reported to RCMP contacts in the following
cities:

Chartlotietown: Cpl. A. TRIANTAFILLOU - 902-566-7118 — alexis triantafillou@rcmp-grec.gc.ca
Fredericton: Cpl. L. ROBICHAUD— 506-452-3101— lise.robichaud@remp-gre.ge.ca

Halifax; Cpl. R. CHURCHILL - 902-720-5158 — robin.churchill@rcmp-gre.ge.ca

Regina: Cpl. P. MCGUGAN — 306-780-8083 — pam mcgugan@remp-gre.ge.ca

St. John's: Cpl. B. BEAUMASTER — 709-772-2577 ~ blaine. beaumaster@rcmp-gre.ge.ca
Winnipeg: Sgi. R. KARPISH - 204-984-1963 — rod karpish@rcmp-grc.ge.ca

Prepared by: Critical Infrastructure Intelligence Team
Federal Palicing Criminal Operations
Email: SIR-SIS@RCMP-GRC.GC.CA

Nationat Securtty Criminat lrvestigations.
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Appendix A: Canadians Broadly Support Resource Development — But There Are Still
Some Issues
http:/lcwf.ca/commentaries/canadians-broadly-support-resource-deveiopment-but-there-are-still-
some-issues

A recent Canada-wide public opinion poll co-sponsored by the Canada West Foundation tested
the public's attitude toward natural resource development and found that Canadians support
development but da not trust government and industry o do it right.

Oil sands development and paths to market are a hot button issue, so let's. start there. More
than 80% of Canadians support continued oil sands development — a resounding endorsement.
However, the supporters are relatively evenly divided between those who say that oil sands
development should carry on as-is, and those who support a slower pace. Further, only 55%
feel that the oil sands industry provides significant benefits for the whole country. Opposition to
oil sands development is strongest in Quebec at 30%, and is just 12% or less in the West,

Ontario and Atlantic Canada.

Not surprisingly, almost 80% of Canadians believe that we shouid process more of our natural
resources (including oil) prior to export.

Regarding market access, 62% feel that President Obama should approve the Keystone XL
project. The Energy East project (which would send oil from Alberta to eastern Canada) and
Northern Gateway (which would send oil {o Asia via the BC coast) were supported by 50% or
more of respondents, with Kinder Margan's expansion {which would send oil from Alberta to
Asia via the BC coast) coming in at 48% suppori. [n addition, almost two-thirds of those poliled
believe that pipelines are the safest way to transport oil and gas.

The message is clear. Canadians overwhelmingly support continued oil sands development,
although many believe that the rate of growth needs to be moderated. Canadians strongly
support pipelines as the safest transport option and support building pipelines to reach all three
major markets tested: eastern Canada, Asia {via pipeline and tanker, of course) and the US.
The poli also revealed some issues that need to be addressed by both govemments and
industry through mare than talking points and advertising campaigns. When asked whether the
industry does a good job of balancing economic growth and environmental protection, just 37%
responded positively for oil and gas compared to 69% for agriculture and 58% for forestry.

Barely one-third agree that the oil and gas induslry does a good job of respecting the views of
local communities affected by resource development. The federal and provincial governments
received marginally better results for the same questions, but did not exceed 45% support in
either category. Federal and provincial environmental regulatory bodies also got failing grades.

The bottom line is that Canadians feel that resource development in general provides economic
benefits and does so across Canada. Not surprisingly, this perception is conditional on the
geographic distribution of the resource. Agriculture is most strongly perceived as benefitting the
entire nation, followed by forestry, mining, oil and gas in general, oil sands, and shale gas.
Unfortunately, we don't trust the oit and gas industry or government to find the balance between
sconomic benefits, the interests of local communities and the environment.
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Social licence is primarily about individual citizens and communities supporting resource
development industries and projects. This support is depends upon protecting the environment,
being fair with all, and achieving positive outcomes. Despite the efforts of groups that oppose
development, a large majority of Canadians generally support resource development. At the
same time, the efforts of industry and government to garner the trust of Canadians to do that
development right are also not proving to be very effective.

This survey shows clearly that Canadians generally view resource development in a positive
light, but they also have serious concerns that need to be addressed.

The full survey resulls can be found at www.cwf.ca. The poll of 2,000 Canadians was
undertaken by CRCP and was commissioned by the Atlantic Provinces Economic Council, the

Canada West Foundation, The Federal ldea and the Mowat Centre.
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Appendix B: Environmentalists’ deep pockets dwarf Canada’s campaign to win
approval for Keystone pipeline

Financial Post, 2013-10-18 -http:#opinion financiatpost.com/2013/10/17/claudia-caltaneo-
keystone-xl-pipeline/

Canada’s campaign to win approval in the United States for the Keystone XL pipeline may seem
pricey. aggressive, and perhaps out of character — but it’s a drop in the bucket compared with
the resources and tactics of those rallying against it.

Environmental organizations such as the Environmental Defense Fund, the Naturat Resources
Defense Council and the Sierra Club are raising US$300-million to US$400 millian a year in the
U.S. alone from foundations and wealthy individuals to bankroll their fight for climate change
action, said David Keith, who teaches physics and public policy at Harvard Universily. Defeating
Keystone XL is high on their agenda. | think industry is a bit naive about what they are up
against “This is hardball. This is serious,” the Canadian environmental scientist said this week

on the sidslines of an eneray indusiry conferance in Calgary, where hie spoke Sha i

strategies of non-governmental organizations (NGOs) in the U.S. | think industry is a bit naive
about what they are up against. It's not fike they are up against dope-smoking, nonsense

peopie. Some of the people | know in that movement are people who could easily get $1-million
a year jobs in industry. And they are people who successfully created billion-dollar industries.”

Prof. Keith, who is also president of a Calgary startup that develops technologies to capture
carbon dioxide from ambient air, said the U.S. NGO movement has changed its game plan in
the past decade. When its goal of cutting a deal with the U.S. Congress on climate change
failed because of Republican opposition, it became grassroots-based. New groups such as
350.0rg successfully mobilized young people eager to pressure “elites” to think about climate
change and do something about it. The movement aimed its firapower at fossil-fuel projects
such as Keystone XL, power plants and coal exports in the hope of delaying and stopping them,
while “irritating” industry into being “more willing to cut a larger deal,”

Prof. Keith said. In fact, there is speculation Canada is quietly negotiating with the White House
to toughen up its pending greenhouse gas emission regulations for the oil and gas industry —
which would put Canada at a disadvantage over other oil-producing countries — in exchange
for approval of the Alberta-Texas pipeline.

A decision on whether the much-delayed project is in the public interest is now expected around
March The environmental movement is also looking to build public support by delivering
victories — they “want to see some scalps,” Prof. Keith said.’If Keystone is killeg, {while} that
actually doesn’t do much to change the climate because that is just one oil platform, that scalp
might help the movement {achieve] something substantial, which is to change the energy
system."Indeed, another goal is to accelerate the shift fo renewable energy by making fossil
fuels as expensive as possible, he said. While energy consumers may not like that, this benefits
some of the movement's funders, such as Tom Steyer, the hedge-fund billionaire and green
energy philanthropist, who is paying for TV and social media campaigns against Keystone XL.
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Appendix C: U.S. foundations against the oil sands
http:#opinion financialpost.com/2010/10/14/u-s-foundations-against-the-ail-sands/

There has never been a major oil spill in Vancouver harbour, but this coming Sunday protestors
who say a spill is inevitable will take kayaks and canoes out into the water to stare down oil
tankers. Chances are there won't be a tanker in sight, but there will be a party boat, organizers

say.

If the campaign against oil tankers were to succeed in Vancouver, overseas exports of
Canadian oil would be blocked and Canada would be stuck with only one majar customer for
Alberta oil: the United States. That's the trade-off.

Like most protests, the one against oil tankers has all the look and feel of a Canadian
grassroots movement. The campaign against Alberta's oil sands also seems to rise out of the
people, but the interesting thing is that there are very few roots under that grass. Money comes
in from a small core of U.S. charitable groups. One of those groups -— the U.S. Tides
Foundation of Califernia {Tides U.8.) and its Canadian counterpart have paid millions to at least
36 campaign organizations. (See list below.)

All the money, at least US$6-million, comes from a single, foreign charity. The Tides U.S.
campaign against Alberta oil is a campaign against one of Canada’s most important industries.
It's fair for Canadians to inquire about who's funding this campaign and why. The trouble is,
nobody knows.

But Tides U.S. is not alone. U.S. tax returns and public records show that Tides U.S. and
charities based in Califomia and New York have granted US$15-million since 2003 specifically
for campaigns against Alberta oil and against oit tanker traffic and pipelines through British
Columbia. The purposes for these grants are clearly outlined in the filings. For example, Tides
U.S. received US$700,000 in 2009 from the Oak Foundation of San Francisco “to raise the
visibility of the tar sands issue and slow the expansion of tar sands production by stopping new
infrastructure development.”

The Oak Foundation, created by a duty-free-shop founder, paid Greenpeace Canada an
undisclosed sum of money “to leverage the growing interest of ranchers and landowners in
limiting unbridled oil and gas exploration and production in southermn Alberta.” Greenpeace was
also funded “to conduct specialized opinion research and media work®™ and to identify
messaging for maximum information value among Albertans. World Wildlife Fund Canada was
paid an unreported amount by the Oak Foundation for “an e-campaign to mobilize Canadians
and send a palitically compelling message.”

In short, environmental organizations are doing whal they are paid to do. What hasn't been
known is who’s paying the pipers — and why. One thing is sure: when 36 organizations are all
funded by a common, foreign source, their multi-million dollar campaign — with paid, full-time
staff, expensive billboards and state-of-the-art web-sites — is anything but a grassroots
operation.

The Tides Foundation is an American charity that has given away US US$1.5-billion since 19786.
For many years, the chairman of the U.S. Tides Foundation, and the vice-chairman of Tides
Canada, has been Joel Solomon. Mr. Solomon, an interesting figure in his own right, also
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backed the election campaign of Vancouver's Mayor Gregor Robertson to the tune of about
US$330,000. But that's another story.

U.S. tax returns show that Tides and Tides Canada have paid US$4.3-million for a “Tar Sands
Campaign.” The top recipients were the Sierra Club (US$908,6562), Corporate Ethics
International (US$750,000), the Natural Resources Defense Council (US$520,000), and Ferest
Ethics (US$401,364).

Many of the grants for the “Tar Sands Campaign” are far larger than grants for other important
causes. For example, a rape intervention project in Sub-Saharan Africa got US$9,000 and a
project ta support people with HIV in Indonesia got US$9,998. In comparison, Greenpeace got
US$186,000 and the World Wildlife Fund got US$160,000 to campaign against Alberta oil.
Unlike many charitable foundations, Tides U.S. doesn’t have a large endowment. “In practice,
Tides behaves less like a philanthropy than a money-laundering enterprise, taking money from
other foundations and spending it as the donor requires,” writes the U.S. Center for Consumer
Freedom. “Called ‘donor-advised' giving, this pass-through funding vehicle provides public-
relations insulation for the money's original donors.”

Since 2000, Tides Canada has been paid at least US$56-million by American charitable
foundations. In 2007 and 2008, Tides Canada received US$34-million and ranked 14th in the
world in terms of funding from U.S. foundations. Obviously, something about Tides Canada is
very important to its American funders.

Tides, and the U.S. foundations that fund it, have incredibly deep pockets. A large part of Tides’
funding comes from the Gordon & Betty Moore Foundation, the William & Flora Hewlett
Foundation, the David & Lucile Packard Foundation, the Pew Charitable Trusts and the
Rockefeller Brothers Fund. These are The Big Five. They give away about US$1.2-billion every
year. if these foundations decide to undermine a foreign industry, they probably can.

These Big Five have poured at least US$190-million into Canada’s environmental movement
over the last decade, but their American logos are nowhere to be seen. Instead, we see a
pageant of Canadian icons: dogwood, herds of caribou, wild salmon, First Nations and loons.
U.S. tax retums show that the David Suzuki Foundation has been paid at least US$10-million
from American foundations. This hasn't exactly been out in the open.

The Moore Foundation is the creation of Gordon Moore, a co-founder of Intel Corp. According to
Forbes, he was once the ninth-wealthiest American. Based in San Francisco, the Moore
Foundation has paid B.C. organizations nearly US$50-million and says as plain as day that
grantees are expected to influence British Columbia’s resource management decisions,
specifically with regards to oil and gas.

Since 2006, the Moore Foundation has paid US$14-million to support the Pacific North Coast
Integrated Management Area Initiative (PNCIMA). This is a federal agency assigned the task of
helping to plan all coastal development and influence decisions about natural resources from
the northern tip of Vancouver Island to the southern border of Alaska, a sirategic part of the
Canadian coast. Ottawa created the PNCIMA, but its role is unclear. If PNCIMA — -funded by
the anti-tanker Moore Foundation — were to recommend banning ¢il tankers, Alberta oil can't

go o Asia.
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Hands down, the biggest beneficiaries of Tides Canada's distributions have been First Nations
along the B.C. coast. Some of these same First Nations have vehemently promised to stop the
Enbridge Northern Gateway Pipeline to send oil from Alberta to Kitimat, on the B.C. coast.

U.S. tax retums for 2008 show that Tides Canada paid two coastal First Nations US3$27.3-
million in a single grant. This mega-grant was “to fund conservation planning projects and
conservation initiatives™ and was earmarked for the Nuxalk and the Lax Kw'alaams. Tides
Canada’s objective was to pay for “Mobilizing First Nations Against Climate Change in B.C.” and
for “support of Coastal First Nations to hire a co-ordinator to engage with government, industry,
environmental graups, media and the public regarding the proposed Enbridge Gateway tar
sands pipeline.”

Rethink Alberta, the newest campaign fo try fo influence Alberta developmenrt, is led by
Corporate Ethics International. Its aim is to tell tourists and tour operators to boycott Alberta. In
addition to funding from Tides U.S., Corporate Ethics received US$950,000 from The
Rockefeller Brothers Fund “to stem demand for tar sands derived fuels in the United States.”
Never mind oil from Nigeria or the Middle East, Rockefeller Brothers has honed in on Alberta.
Michael Marx, the executive director of Corporate Ethics International, won't answer any
questions about CE!'s sources of funding or how that's spent. “CEl's policy is to maintain the
confidentiality of its funders,” Marx replied by email.

The Hewlett and Packard foundations in California were created by the founders of tech giant
Hewlett-Packard. With assets of almost US$7-billion, Hewleit alone is one of the largest
charitable foundations in the world. Since 2000, the separate Hewlett and Packard foundations
have contributed US$71-million to conservation initiatives, including an effort fo ‘reform”
resource-based industries, and to fund First Nations in Canada. That included US$29-million
towards the Great Bear Rainforest, US$22-million to reduce the development of fossit fuels in
northern Canada, and US$14-million to support First Nations.

My research into the filings of U.S. charities active in funding activists against Canadian and
Alberta energy development shows that the anti-cil sands movement is the product of American
charities with unknown or certainly unclear motives. At least US$15-million has been paid by the
Hewlstt and other foundations since 2003, most of it in recent years, including US$3.7-million in
U.S. grants paid to the Pembina Foundation, which funds the Pembina Institute of Caigary, a tar
sands critic. The flow of maney though the Tides group, in turn, is going to Greenpeace Canada

and cthers,

The kayaks bobbing into Vancouver Harbour on Sunday are likely riding a sea of money from
U.S. sources. If all this money isn’t enough to get Alberta to “rethink,” there's plenty more where
it came from, which means the Alberta oil industry is up against a billion-dollar gorilla. There’s
nothing’s wrong with foreign funding for charitable purposes but charities should do charity and
foreign funding should be out in the open.
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WHO'S FUNDING THE WAR ON THE OIL SANDS

B T e

ORGANIZATIONS PAID BY THE U.S. TIDES FOUNDATION/TIDES CANADA
TO CAMPAIGN AGAINST ALBERTA'S OIL SANDS
IN US#, SINCE 2003

Qrganization Tar sands General Total
CarporateEthics taternational - < -$750,000 - - - SG& - . - $750,000
Natural Resources Defence Council $200,000 $320,000 $520,000
Sierra Club/SierraClub 0 $200:000° ¢ S23L006 - $431,004
Foupdation (11.S.) T e LT .
Forest Ethics $286,000 $I15364  $401,364
SiﬂrmC!ubofBC Foundation - S 80 e = 5341188 - - $34L,198
Environmantal Defense Canada inc. $310,000 $0 $310,000
Borea Sbngbirdtnitlative  ~ ¢ 2850006 ¢ ¢ 80 77 $285,000 ©
Raiaforest Action Network $225,000- §20,000 $245,000
WestéraOrganization of Resources .. $175,000. . 7. §50,000. . .. $225.000 .
Councils Education Project = - S

Ducks Unfimited Canada $200,000 $0 $200,000
‘Sguthern Afberta Land TrustSoclety © - €195/030% T 7 80 ¢ Y77 $195030
‘Greenpeace Canada 5186.000 R . $185,000
Freafsofthefarth . . .7 . s LT S160,000. . . $160.000
World Witdlife Fund (WWF) Cmda 5150 000 - $0 $160,000
g Prductons e, -+ 805 < 5SSO0 © SU500
Sierra Club of Canada $117,450° s0000 9137480

- $133e3t ¢ EE Y 191763 ¢
Wmﬁlmfﬂegk&m : - _~.IM‘ . ?Hi?ﬁshv“ F a so w3 " e ¥ - - i —s M6 .
Priftwood Foundation - R 722 $93817  $120917
Epwgks 0 0 v o oggm ¢ - SN % » SIS0
Indigenous Emnromnerrta! ﬁetwnrk $115,000 $0 o $115,000
"F@!ﬁ&m e e e ﬁm W @& N 110,000
Dogwood inrﬁaﬁve o _ $0 .. w2083 $102,983
%Jlﬁﬂ% o ;\ ?é? ?@g: w * 2 . - . " ”ﬁg‘;ﬁ‘ﬁ ?-.ngf ) o W B *3? ’§4’ _\ £t S?Sm &

"ﬁdes cgater Globat Community uoniwr $75,000 $0 $75,000

v uW&%@cw v Péww,mq s o w i @ u%u&vﬁiw sso'mé e
OifCﬁange !nternationai -$30.000 _ $£30,000 ~ $60,000
W&g * o e . q\,-g_g_ %&@;ﬁ 3 . - = rggm.f&% N 5 . - ) ma ..:c&.%; ;ﬁﬁwﬁ@ ;Gﬁ'm
Nine other organlzatwns $225.184 $0 $225,184
TOTAL: $4,345,T16 $1.644,466 $5,990,242
SOURCE: VIVIAN K(AUS. US. CHARTFAULE 1AX KETUINS NATIONAL POST
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